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Assurance 
Requirements for 
Linux Application 
Container 
Deployments

Aditya Goindi



Introduction



Container Technology Stack



Container Execution & Attack Surface



Security Solutions for Linux Application 
Container Stack



• Namespaces

• Assurance depends on:

• cgroups

• Capabilities

• Security protection:



Kernel Loadable Modules



Hardware based Solutions

• vTPM in host OS kernel

• Assurance Requirements scenarios:





Assurance Requirements for host OS 
Protection



Assurance Requirements for Container 
Runtime Configuration



Assurance Requirement for Image 
Registry Protection



Assurance requirements for Orchestration 
Function



Conclusion & References



Security Assurance in Linux

Tejas Pandey



Operating System Security

● Applications can be subverted.
● Security mechanisms can be circumvented.
● Secure end-to-end transactions require secure end systems
● Human the weakest link (deliberate/unintentional).
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Linux Access Control

● User wants to read/write/execute file,
○ Linux DAC checks process user is running (shell).
○ Compares with that of file to make decision.
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Discretionary Access Control

● Permissions identified by “OGO” (owner, group, other).
● Is existing control mechanism among all Linux flavours.
● Limited in its scope, based on identity and ownership that defines 

access to files, processes, sockets etc.
● Only differentiates between admin and regular user.
● Subject to admin/user’s whim; subverted by malware.
● Additional security features (ACL) still DAC in nature.
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Case for SELinux

● Research project by NSA.
○ Based on learnings from prior projects (Trusted Unix, TRUSIX) towards 

standardizing MAC and DAC policies in Unix.
○ Demonstrate the need and implementation Mandatory access controls in 

Linux.
○ Initially just set of patches to Linux kernel, integrated into main branch 

since kernel v2.6 in August 2003.
○ Provides support for MLS, RBAC, and Type Enforcement.
○ Shipped with RHEL, CentOS, OpenSUSE, Fedora.

20



SELinux in a Nutshell

● Reinforce user-based DAC with MAC policy. MAC checks happen after DAC.
● Strives for separation of different security domains based on confidentiality 

and integrity requirements.
○ Service may listen on a port and write to syslog, but does it need to 

access /home?
● Services access resources through domains that limit damage by 

compromised applications.
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Attributes of DAC and MAC
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DAC MAC

Object owner has full capability Object owner has some capability

Complete trust in users Trust relies only in administrators

Access decisions are based on user-id and object ownership Objects and tasks have IDs

Impossible to control data flow Data flow control is possible



SELinux Policy Engine

● Implements a combination of:
○ Type Enforcement
○ Role-based Access Control
○ Multi-Level Security
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Type Enforcement Access Control

● Access specified between:
○ Subject type: process (invoked by user) or a domain.
○ Object type: file, dir, socket etc.

● Policy restricts subjects from inheriting access permission of caller (user).
● Four elements that define allowed access:

○ Source type:  domains
○ Target type: objects to which access is allowed.
○ Object Classes: classes to which access applies.
○ Permissions: type of access allowed.
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Object Classes and Permissions

● SELinux defines ~50 object classes, each with their own permissions:
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Object Class Description

blk_file Block file

file Regular file

sock_file Unix sockets

dir Regular directories

tcp_socket TCP socket

Permissions on “file” object class

create, append, rename, read, execute, write setattr etc



Role-based Access Control

● Users are assigned roles.
● Role is granted permission to access.
● SELinux maps Linux users to SELinux users.
● Further maps SELinux users to SELinux roles.
● Roles can be switched if policy allows

○ Unprivileged user is assigned role “user_r”, administrator is assigned 
“staff_r” for regular operations, and “sysadm_r” for system 
administration tasks.

○ Other roles include developer, dba etc.
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Multi-Level Security

● Enforces the Bell-La Padula Mandatory Access Model (no read up, no write 
down).

● Defines levels of clearance and allowed data flows.
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Comparison with standard Linux DAC

● Access defined by the administrator, user cannot propagate.
● Clean separation of policy from mechanism (processes run their own 

domains, resource access).
● RBACs enforce privilege separation.
● Lower vulnerability to privilege escalation attacks.

○ attacker access limited to process and data in a particular domain (no 
concept of root).

● Type enforcement provides integrity.
● MLS provides confidentiality.
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Reference Monitor

● An authorization system that determines whether a subject is allowed to 
perform an operation on an object
○ Takes as input a request
○ Returns a binary response indicating whether the request is authorized or 

not
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SELinux as Reference Monitor

● SELinux Policies are comprised of 3 components:
○ Labeling State: defines security contexts for every file (object) and user 

(subject). Somewhat comparable to BLP clearances and classifications.
○ Protection State: defines the permitted <subject, object, operation> 

tuples.
○ Transition State: permits ways for subjects and objects to move between 

security contexts (move between higher to lower rings/gates)
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Policy Enforcement Architecture
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SELinux Security Evaluation

● Requirements
○ Mediation
○ Tamperproof
○ Verifiable
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SELinux Security Evaluation

● Mediation

● How does the reference monitor interface ensure all security-sensitive 
operations are mediated without security problems (TOCTTOU)?
○ Reference monitor interface is designed to authorize access to the actual 

objects used by the kernel in security-sensitive operations to prevent 
vulnerabilities, such as TOCTTOU.
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SELinux Security Evaluation

● Mediation

● How do we verify that the reference monitor interface provides complete 
mediation?
○ Source code analysis tools verify the mediation of security-sensitive 

kernel data structures in a consistent manner.
○ However, these tools are an approximation of the complete mediation 

requirements,and they are not applied on a regular basis.
○ No errors found in the RM interface since introduction in kernel v2.6
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SELinux Security Evaluation

● Tamperproof

● How does the system protect the reference monitor from modification?
○ RM interface runs in the supervisor protection ring, as protected as the 

kernel.
○ Protection state configured to limit access to trusted processes (with 

trusted subject type labels).
○ But, does not provide input filtering at the level of Multics gates
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SELinux Security Evaluation

● Tamperproof

● How does it protect the trusted computing base programs?
○ Evaluation of SELinux policy showed trusted processes which defined a 

tamper-protected, trusted computing base could be identified.
○ Requires these trusted processes must be implicitly trusted to protect 

themselves from low integrity inputs (cannot satisfy BIBA integrity 
protection)
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SELinux Security Evaluation

● Verifiability

● What is basis for the correctness of the system’s trusted computing base?
○ Verifying correctness a very complex task.
○ Large code base, written mostly in non type-safe languages, by variety of 

developers (verification cannot be complete in practice)
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SELinux Security Evaluation

● Verifiability

● Does the protection system enforce the system’s security goals?
○ SELinux defines a precise, mandatory specification of the allowed 

operations in the system (possible to build an information flow 
representation from the policies)

○ MLS policy ensures information flow secrecy satisfies the simple-security 
and *-security properties.

○ But, again based on implicit trust of subject types, enables system to be 
“securable”
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WHAT IS CHROME OS?

• Chrome OS is a Gentoo Linux–based operating system designed by Google. 

• It is derived from the open-source project Chromium OS and uses the Google 

Chrome web browser as its principal user interface.

• It aims to provide a fast, simple, and more secure computing experience for 

people who spend most of their time on the web.

• Chrome OS is available primarily on Chromebooks. 



SECURITY REQUIREMENTS

• The owner should be able to delegate login rights to users of their choice.

• The user can manage their risk with respect to data loss, even in the face of 

device loss or theft.

• A user's data can't be exposed due to the mistakes of other users on the system.

• The system provides a multi-tiered defense against malicious websites and other 

network-based attackers.

• Recovering from an attack that replaces or modifies system binaries should be 

as simple as rebooting.

• In the event of a security bug, once an update is pushed, the user can reboot 

and be safe.



THREAT MODEL

Remote System Compromise
• Attack vectors through which an adversary might try to compromise a Chrome 

OS device remotely include:

• an exploit that gives them control of browser processes

• an exploit in a plugin

• tricking the user into giving a malicious web app unwarranted access

• trying to subvert the auto-update process in order to get some malicious code 
onto the device. Device Theft

• The challenges involved here are:

• Wanting to protect user data while also enabling users to opt-in to auto-login.

• Wanting to protect user data while also allowing users to share the device.

• Wanting to protect user credentials without giving up offline login, auto-login, 
and device sharing.

• Wanting to provide disk encryption with only minimal impact on battery life 
and performance speed.

• The attacker can remove the hard drive to circumvent OS-level protections.

• The attacker can boot the device from a USB device.



MITIGATING REMOTE SYSTEM COMPROMISE

• OS Hardening

• This limits the attack surface, reduces the likelihood of successful attack, and reduces 

the usefulness of successful user-level exploits. Techniques include:

• Process sandboxing

• Mandatory access control implementation that limits resource, process, and kernel interactions

• Chrooting and process name-spacing for reducing resource and cross-process attack surfaces

• Media device interposition to reduce direct kernel interface access from Chrome browser and plugin 

processes

• Kernel hardening

• Additional file system restrictions

• Read-only root partition

• User home directories that can't have executable files



MITIGATING REMOTE SYSTEM COMPROMISE

• Verified Boot

• Verified boot provides a means of getting cryptographic assurances that the Linux 

kernel, non-volatile system memory, and the partition table are untampered with when 

the system starts up. The design is broken down into two stages:

• Firmware-based verification

• Kernel-based verification

• When combined, the two verification systems will perform as follows:

• Detects changes at boot-time

• Files, or read-write firmware, changed by an opportunistic attacker with a bootable USB drive will be 

caught on reboot.

• Changes performed by a successful runtime attack will also be detected on next reboot.

• Provides a secure recovery path so that new installs are safe from past attacks.



MITIGATING DEVICE THEFT

Data Protection: 

Key requirements for protecting cached user 
data (at rest) are as follows:

• Each user has their own encrypted store.

• All user data stored by the operating system, 
browser, and any plugins are encrypted.

• Users cannot access each other's data on a 
shared device.

Account Management

• "The owner"

• Each device has one and only one 
owner. 

• User preferences (such as setting a 
time zone) are distinct from system 
settings (such as Wi-Fi).

• Whitelisting

• The owner can whitelist other users, 
who can then log in.

• Promiscuous mode

• The owner can opt into a mode where 
anyone with a Google account can 
log in.

• Guest mode

• Users can initiate a completely 
stateless session, which does not sync 
or cache data.

• All system settings would be kept out 
of this session, including networking 
config.

CAPTCHAs

• Google Accounts APIs respond with CAPTCHAs 
if the servers believe an attack is underway. 

• If the user has correctly provided their 
credentials, they can be successfully logged in 
without needing to face CAPTCHAs.

Single Sign-On 

• Upon login, the system decrypts the user's 
profile and performs a request for their Google 
Accounts cookies in the background. As a result, 
their profile gets fresh cookies, and they are 
logged in to all their Google services.



LAYERS OF CHROME OS SECURITY

• This is a high-level view of the Chrome OS 

software stack.

• It depicts each of the layers of defenses 

Chrome OS deploys from the user's primary 

point of interaction (a browser accessing the 

web, an Android app, or a VM) to the device 

hardware. 

• The principle of deploying defenses in depth is 

paramount here, as the layers of defense 

combine to provide a system more robust in its 

protection against threats.



LAYERS OF CHROME OS SECURITY

Security and the Web

• Accessing a web page via a browser 
amounts to executing untrusted code on a 
user‘s device. 

• Solution: principle of  least privilege

• This code is being executed by a system 
(the web browser) which can take many 
steps to limit the privileges that untrusted 
code may hold.

Security in the Chrome Browser

• The Chrome browser implements a multi-
process architecture.

• Web pages are loaded and executing inside 
a heavily-restricted runtime environment using 
Linux-based sandboxing. Web pages loaded 
on Chrome OS have no access to the device's 
filesystem, nor to user files. 

• Linux kernel namespaces ensure pages have no 
access to other processes on the system 
besides Chrome. 

• Linux secure computing mode ensures pages 
have limited access to the operating system 
kernel.

Protecting User Data

• Chrome OS devices are intended to be both portable and safely shared, and so protection for 
user data stored on the local disk is required.  

• This is accomplished via system-level encryption of all the user's data. This also includes the entire 
Chrome browser profile so there is no risk of browser data leaking outside of encrypted storage.

• In a nutshell, each user gets a unique “vault” directory and keyset that is created at their first login. 
The vault is used as the underlying encrypted storage for their data. The keyset is tied to their 
login credentials and is required to allow the system to both retrieve and store information in the 
vault. The vault is opened transparently to the user at login. On logout or reboot, the user's data is 
locked away again.

• Chrome OS devices use a Trusted Platform Module (TPM) chip to protect against brute-force 
attempts to recover a user's keyset (and therefore the data it protects), and against attempts to 
directly extract the keys from the hardware.



Android Applications and Chrome OS

• Many Chrome OS devices, including tablets, support running Android applications. 

• Android applications are executed inside a Linux container which restricts interactions 
with the rest of the system and access to user data. 

• Moreover, Android applications are confined to the currently logged-in user session, 
which means that Android applications cannot be used to access information belonging 
to other users, nor to attack other user accounts. 

• For devices managed by an organization, the ability to run Android applications can 
be disabled. 

• Chrome OS does not allow Android application sideloading (except in a restricted 
developer case), so all Android applications installable on Chrome OS come from the 
Google Play Store and are covered by Google Play Protect.

Linux Applications and Chrome OS

• Chrome OS devices with sufficient storage and computing power may support running 
user-installed Linux applications. 

• Linux applications are executed in a container running inside a hardware-based 
virtual machine. 

• This provides an effective security barrier between Linux applications and the Chrome 
OS system, without sharing the host Chrome OS kernel with the virtual machine guest.

• This functionality provides a Linux environment, in effect a Linux “sandbox”, that is well 
isolated from the rest of the system and should allow executing untrusted workloads 
without exposing the main Chrome OS environment to these workloads.



Hardware Root-of-Trust and Verified Boot

• Chrome OS enforces a hardware root-of-trust for the software running on the device, 
meaning that its integrity is ensured by Google. 

• This assurance is tied to the hardware on the device and cannot be subverted by purely 
software means. This is done using the Verified boot.

• An attacker needs to be physically present and have control of the device, and moreover 
needs to perform a hardware change to the device to be able to run untrusted code or 
code not coming from Google. And even in this case, user data remains safe because it is 
stored in an encrypted partition, specific to the user's account.Root versus the OS Kernel

• Chrome OS enforces a clear separation between the root or supervisor user in the 
underlying Linux system, and the operating system kernel (principle of least privilege) 

• On Chrome OS, kernel module loading is restricted to modules loaded from the root 
partition covered by Verified boot. This means that while the root user can modify the 
kernel at runtime by loading kernel modules, these modules are still trusted code. Module 
loading from outside the verified root partition is disallowed. Chrome OS also restricts 
kernel functionality exposed to processes running as root using seccomp.

• By enforcing the kernel/root barrier, we ensure that an attacker that attempts to 
compromise the kernel will need to exploit a kernel privilege escalation bug in addition to 
all the other bugs that they needed to exploit to obtain root code execution, making a 
kernel compromise less likely.



AUTO-UPDATE

• Chrome OS can effectively push out 

security updates and minimize the 

window of vulnerability rather than 

waiting for user interaction. 

• The firmware and software update 

mechanisms are very similar. Once 

updated, verified boot can detect 

whether the update was successful or 

not.



SECURITY BOUNDARIES IN CHROME OS

• Chrome OS implements the principle of defense in depth, where we deploy more than 

one layer of defense between untrusted content or code and sensitive data or device 

access. These layers define security boundaries. 

Chrome renderer process to 
Chrome browser process:

this boundary is traversed only 
with Chrome IPC or Mojo. This is 

enforced by the Chrome 
sandbox.

Chrome browser process to 
system services:

this boundary is traversed with 
D-Bus or Mojo. This is enforced 

by UID separation.

ARC++ container to Chrome 
browser or Chrome OS system:

this boundary is traversed with 
Mojo IPC. Trust decisions should 
always be made outside of the 

container.

User-space processes to kernel: 
this boundary is traversed by 

system calls. Seccomp is used to 
secure this boundary.

Kernel to firmware: 

it should not be possible for a 
kernel compromise to result in 

persistent, undetectable 
firmware manipulation. This is 
enforced by Verified boot.



VS SECURITY BOUNDARIES IN WINDOWS

• Some boundaries are similar to 

those in Chrome OS including kernel 

boundary, AppContainer sandbox 

boundary, web browser boundary, 

etc.

• Boundaries unique to Chrome OS: 

• Chrome renderer process to Chrome 

browser process

• Kernel to firmware

• Boundaries unique to Windows:

• User boundary

• Session boundary



TRUSTED PLATFORM MODULE

• Trusted Platform Module is an international standard for a secure crypto-processor, a dedicated 

microcontroller designed to secure hardware through integrated cryptographic keys.

• Chrome OS uses the TPM for these tasks:

• Preventing software and firmware version rollback

• Maintaining information to detect transitions between normal and developer modes

• Protecting user data encryption keys

• Protecting certain user RSA keys (‘hardware-backed’ certificates)

• Providing tamper evidence for installation attributes

• Protecting stateful partition encryption keys

• Attesting TPM-protected keys

• Attesting device mode

• The TPM is not directly available outside of Chrome OS for any purpose; that is, no remote computer 

has access to the TPM.



TITAN C. - THE NUCLEUS OF TRUST

• Titan C is the Google-designed security chip on Chromebooks. It defends from the 

core to keep devices secure, protect user identity, and ensure system integrity. 

Continuous Security

• Designed by Google 

• Google designs and monitors 
the manufacturing process to 
ensure quality. 

• Updated by Google

• All firmware updates to these 
chips are pushed out by 
Google. 

• Standard on Chromebooks

• Titan C chips are built into 
Chromebooks, are always on 
and require no configuration to 
enable.

System Integrity

• Protection from malicious 
tampering of  OS & firmware

• Titan C assists with the Verified 
Boot process, which prevents 
malicious code from modifying 
Chrome OS.

• Protection from enterprise policy 
non-compliance

• Titan C helps ensure that many 
policies set with Chrome 
Enterprise, like the ability to 
prevent users from putting their 
device into developer mode, 
are enforced on managed 
Chromebooks.

User Protection

• Protection from login attempts on 
remote hardware

• Titan C guards access to user 
data encryption keys. 

• Protection from brute force 
password attempts

• Protection from Phishing Attacks

• Titan C enables authentication 
methods, like two-factor 
authentication with the power 
button, that would require a 
power button press in addition 
to the password to log into the 
device. 



MINIMIZATION (CHROME OS VS OTHER OPERATING SYSTEMS)

Disadvantages Advantages

Chrome OS is a light-weight operating system, meaning that there are less 

features offered compared to other operating systems.

Less features means that it has a smaller attack surface compared to other OS.

Since the hardware specs are limited, tasks like gaming and video editing are 

difficult.

Chromebooks are designed to minimize hardware processing and memory 

requirements by offloading many traditional functions to the cloud. They do not 

require bigger batteries or generate excessive heat, and they are free of the 

“bloatware” that traditional laptops have, enabling faster booting and overall 

performance.

Local disk capacity (storage) is limited. 

Lack of support from third-party applications. Many Chrome OS devices support running Android applications, installable 

from the Google Play Store and covered by Google Play Protect. Some 

devices also support running user-installed Linux applications.

Lack of customization. Making the device secure by default



ASSURANCE TECHNIQUES APPLIED TO CHROME OS

• Minimization 

• System Integrity

• Trusted Platform Module

• Verified Boot

• Encryption

• Sandboxing

• Kernel Hardening

• Auto-Update

• Kernel Name Spacing

• Secure Computing Mode

• Kernel / Root Barrier

• UID Separation

• Defense in Depth

• Principle of Least Privilege



HOW TO IMPROVE THE SECURITY OF THE SYSTEM

• Boot More Often 

• By design, verified boot and auto-update only runs on boot. However, if the user does not 

reboot the system very often, then these features cannot be utilized.  

• An alternative would be for Chromebook to silently reboot whenever the user locks the screen or 

puts the machine to sleep for some amount of time (e.g. 5 minutes). In this situation, the user 

probably forgot to log out or is otherwise unlikely to return within the next 8-10 seconds, and a 

silent reboot would go unnoticed. 



CONSEQUENCES OF SECURITY FAILURE

• Manipulation of data

• Loss of data 

• Disclosure of personal information / breach of privacy

• Could lead to identity theft, credit card fraud, coercion, etc.

• Denial of service

• Elevation of privilege resulting in future exploits
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The 
Assurance of 
Voting 
Systems
By Anthony Cassar



What is 
Assurance for 
Voting Machines?

• Assurance:  Implementing security requirements that 
enforce mechanism which fulfil policy. Certifying the 
machines by testing the all hardware components , 
software, firmware within the machine.

• Case Study: Democracy Suite System(Dominion)



Trusted Build 
Concept

• The Certification Process,

• 2005 Requirements: In Use

• VVSG 1.1 2015 Requirements



Initial Issues 
with 
Assessment:

• Current Documentation: VVSG

• Open-Source?

• Testing

• (EAC) Elections Assistance Commission



The Flaws of 
the EAC? 

SECURITY 
REQUIREMENTS ARE 

“SHALL OR SHALL 
NOT DO THIS”

ORGANIZATIONAL 
PROBLEMS:

POLICY>MECHANISM>ENFORCEME
NT>TEST

PROOF OF TEST, 
ISSUE THAT AROSE, 

CHANGES MADE

EXAMPLE: 
AUTHENTICATION

USE OF MAGNETIC 
CARD:

CAN IT BE COPIED 
EASILY?

WHERE IS IT MADE?



The Layout:



What is the 
Operating System?

• Device: ImageCast X

• Android OS version 8.1 

• Isolating Root Process:

• Sandboxing



Existing 
Hardware:

Samsung Galaxy Tab Pro 
12.2

HP LaserJet Pro m203dw

Smart Card Reader



The Android OS 8.1 TCB:

Untrusted 
Area

Trusted 
Area



Security 
Kernel 
Features:

Separates User 
Processes

Limits Resource Use

Enforcing mode



Data Flow Diagram:

^OS



Software Can 
Effect the 
Security of the 
Device

• CVE-2020-0409

• Bug with File mapping:

• Fail explicitly on length overflow. 
Instead of aborting when 
FileMap::create detects an 
overflow, detect the overflow 
directly and fail the call. Bug: 
156997193

• Bypass User Interaction 
Requirements



Strong Statements

• “Comprehensive, non-alterable audit logs”

• Fake NEWS!

• Nothing In Security Is 100 Percent Successful.

• Overwrite Data(File Mapping)



Election 
Management 
System (EMS) 
Front End and  
Back-End

• EMS Adjudication Service:Represents a server side application which 
provides ballot information such as contests, candidates and their 
coordinates from EMS to the Adjudication application.

• EMS Application Server:Represents a server side application 
responsible for executing long running processes, such as rendering 
ballots, generating audio files and election files, etc.

• EMS Database Server:Represents a server side RDBMS repository of the 
election project database which holds all the election project data, 
including pre-voting and post-voting data.

• EMS Data Center Manager:A server application that represents a 
system level configuration application used in EMS back-end data 
center configuration.

• EMS Election Device Manager:Application used for production and 
programming of election files, and other accompanying files, for 
ImageCast X terminals.

• EMS File System Service:A back-endapplication that acts as a stand-
alone service that runs on client machines, enabling access to low level 
operating system API for partitioning CF cards, reading raw partition on 
ICP CF card, etc.

• EMS NAS Server:Represents a server side file repository of the election 
project file based artifacts, such as ballots, audio files, reports, log files, 
election files, etc.



Continued:

• EMS Adjudication:Represents the client component responsible for 
adjudication, including reporting and generation of adjudicated result 
files from ImageCast Central tabulators and adjudication of write-in 
selections from ImageCastPrecinct and ImageCast TR-01-01-DVS-2017-
02.01Rev. B2Central tabulators. This client component is installed on 
both the server and the client machines. 

• EMS Audio Studio:A client application that represents an end-user 
helper application used to record audio files for a given election 
project. As such, it is utilized during the pre-voting phase of the election 
cycle.

• EMS Election Data Translator:End-user application used to export 
election data from election project and import election data into 
election project.

• EMS Election EventDesigner:A client application that integrates election 
definition functionality together with ballot styling capabilities and 
represents a main pre-voting phase end-user application

• ImageCast Voter Activation:An application, installed on a workstationor
laptop at the polling place, which allows the poll workers to program 
smart cards for voters. The smart cards are used to activate voting 
sessions on ImageCast X.

• EMS Results Tally and Reporting:A client application that integrates 
election results acquisition, validation, tabulation, reporting, and 
publishing capabilities and represents the main post-voting phase end-
user application



Attack-Defense Tree

ImageCast X
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Password Policy

• BIOS Login

• OS Login

• Short Password, 8 Minimum Charecters,  
Some Complexity

• Some systems are required to have the 
same credentials?



The Systems 
and The 
Internet

• Transmission Data SSL or SFTP

• MITM Attacks

• Upgrade or Remove Internet Capability

• Airgap?



USB Management?

• Images begin with USB inserting to 
workstation

• Scanning with Windows Defender?

• On the cleaner station?



Integrity of 
the Votes

The Changing of Votes

Notification

Hashing



Source Code

• Unavailable Currently

• Unauthorized Modifications of OS

• Open-Source Vs Closed Source



Any Questions?
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Mesh Networks (Zhang, 2007)

Nodes are both terminals and routers

Trust needed for nodes to be able to distribute data

Uses for mesh networks with autonomous vehicles:

❖ High bandwidth needed to share data from video, radar, Lidar between CAVs (Connected and 
Autonomous Vehicles)

5.9 Ghz range reserved for CAVs using dedicated short-range communications (DSRC) for 
vehicles to communicate with other vehicles and infrastructure (Lindeman, 2017)

◦ Can also be used for auto safety; namely C-V2X (Cellular-Vehicle-to-Everything) technology

Bandwidth Road Conditions Obstacles Weather

Vehicle Malfunction Route Updates Telemetry Infrastructure Communication



Mesh Networks (Zhang, 2007)

How to establish trust?

◦ Prevention based mechanism to avoid selfish behavior

❖Requires perfect mechanism in place

◦ Detection and reaction mechanism

❖Can use PID (proportional-integral-derivative) controller to automate process via punishment based reputation system

(Zhang, 2007)



Common Communication Concerns
Unauthenticated Communications

◦ Vehicle to Vehicle

◦ Vehicle to Infrastructure

◦ Intra-vehicle

◦ Cv2x (Cellular Vehicle-to-Everything) / v2x (Vehicle-to-Everything)

❖Other types of external communication carry similar concerns to mesh networks (UMTS, WiMAX, DSRC)

Compromised System Components

◦ ECUs (Electronic Control Unit)

◦ CAN (Controller Area Network)

◦ Internet Connected Infotainment System

Secure Software Distribution

Creating Trusted Relationships

Loss of Connectivity



Summary of ECU Topics (Oguma, 2008)

ECU Types

◦ Sensor ECUs: Collect information about the vehicle and its surroundings

◦ Management ECUs: Interpret data from sensor ECUs and instruct actuator ECUs to maintain vehicle 
systems

◦ Actuator ECUs: Control vehicle components based on instructions received

❖e.g. Adaptive Cruise Control

ECU Considerations

◦ 30-300 ECUs currently exist in modern vehicles

◦ Communicate via CAN

◦ Require low-latency communications to operate effectively

◦ Must be tamperproof to work within a trusted communication design



TCB Considerations
Design Factors

◦ Attestation (local versus remote)

◦ Minimization

◦ Layering

Real-World Issues

◦ Computational Speed

◦ Strength of Encryption Algorithms (longevity)

◦ Consumer Usability

◦ External Communication Issues

❖ e.g. rural areas or Denial-of-Service attacks



Method 1: TCM (Wang, 2010)

TCM (Trusted Cryptography Module)
◦ TPM issued by Chinese Government

◦ Functions as root of trust for measurement, reporting, and 
storage

◦ Provides attestation, memory protection, and outside 
authentication

TCB consists of Cryptographic Support Platform for Trusted 
Computing (CSPTC)

◦ TSM (TCM Service Module)

◦ TCM

Minimization: TSM used to hide resource management and 
TCM commands from untrusted applications

◦ Used as defined entry point into TCM

Allows for Secure Boot 

Utilizes layered approach (next slide)

(Wang, 2010)



TCM and TSM Structures

TCM 
Structure

TSM 
Structure(Wang, 2010) (Wang, 2010)



TCM Trust Chain

1) TCM Root of Trust used to measure integrity of BIOS

◦ Value stored in PCR (Platform Configuration Register) within 
TCM and make determination

2) If BIOS passes -> It is allowed to run and BIOS 
measures integrity of IPL / MBR

3)  Process continues with each measurement being sent 
to the TCM and stored in PCR

This process allows for a Trust Chain to be built starting 
with the TCB

(Wang, 2010)



VMM Architecture Review

(Stumpf, 2009)



Method 2: Multi-Purpose ECUs (VMM) 
(Stumpf, 2009)

Strategy developed by team that included several members 
of the BMW Group Research and Technology team

Based on trend towards centralization using multipurpose 
ECUs

◦ More economic

◦ Lighter weight

◦ Hardware efficiencies

◦ Centralized security measures

Autonomous and Safety Functions require v2x 
communication of ECU data

◦ Major goal of safety features are to reduce fatal traffic accidents

Approach allows for relatively easy migration of existing ECU 
architectures

◦ Requires minimal security service implementation

Facilitates internal and v2x communication
◦ Evaluates integrity and trustworthiness of senders

(Stumpf, 2009)



VMM Application Domains

Each ECU represents a separate domain
◦ These separate domains need the ability to communicate

◦ Different levels of trust

◦ Ability to communicate determined by policy-based MAC 
controls

❖ Implemented using TCB (VMM + TPM + Security Controller)

❖ Potentially too much code for minimization practice

Security controller acts as Reference Monitor
◦ Controls all information flow between ECUs

TPM performs all security-critical operations
◦ Protects against application-level subversion

◦ Secret keys never leave TPM

Supports Secure Boot
(Stumpf, 2009)



VMM Application Domains

vTPM: Instance initialized for each ECU VM
◦ Allows for each VM to attest to secure state to external 

actor without having to provide information directly from 
TPM

Uses of minimization:
◦ Security Controller code is kept small for verification 

purposes

◦ Each VM consists of minimal OS and single application

External attestation also relies on trusted third party 
(Privacy Certification Authority) used to guarantee 
Attestation Identity Key’s (AIKs) created by the TPMs 
endorsement key (EK) for each VM

◦ Creates anonymity for specific vehicle

◦ What happens if connectivity is unavailable for remote 
entity?

(Stumpf, 2009)



Method 3: KPS-based attestation (Oguma, 2008)

Background: Seeks to solve issues regarding time constraints created by attestation for autonomous 
vehicles

◦ Includes both inter-vehicle and v2x communication

◦ Both forms of communication rely on ECUs to be attested in order for trust to be established

◦ Focuses on idea that ECUs must communicate quickly in order to function as intended and claims that traditional 
PKI/RSA based TPM approach is too slow for practical use in autonomous vehicles – needs to happen in less than 
1ms

Requirements / Assumptions:
◦ Unauthorized modifications are not allowed by ECUs

◦ All communication between ECUs must be authenticated (trust) and encrypted (integrity)

◦ Authentication and encryption checks should function even if an ECU has been replaced or software has received an 
authorized update

◦ Cryptography method used should be expected to last 15-20 years

Proposed technique is to provide remote attestation using TPM as root
◦ Does not rely on external third party



Method 3: KPS-based attestation

Center
◦ List of all valid software versions and 

their ROM hash values

◦ Shared symmetric key

◦ KPS key generation matrix randomly 
generated for specific vehicle

Master ECUs
◦ Unique identifier for Master ECU

◦ Shared key with Center
◦ List of acceptable hash values

◦ KPS key generation algorithms for 
ECUs

ECUs
◦ Unique identifier

◦ Shared key with Center

◦ KPS key generation algorithm (Oguma, 2008)



KPS-based Attestation Summary

Attestation performed locally within the vehicle
◦ Secret keys for each Master ECU and normal ECU based on KPS 

(Key Predistribution System)

Keys predistributed because number of ECUs are static
◦ Removes need for TPM (Center) to perform every attestation on 

the system; workload can be distributed among several Master 
ECUs

◦ Removes most computationally expensive processes from TPM 
(signing and decrypting)

Researchers claim this model to be 42 times faster than an 
RSA-based model

◦ Dependent on length of RSA key (assumed at RSA1280)

◦ KPS-based Calculations performed with the assumption of 300 
ECUs

(Oguma, 2008)



Suggested Improvements
Based on the research of the previous three methods:

◦ Utilize containers instead of a VMM architecture to create multi-purpose ECUs

◦ Custom build Secure OS for containers to run on

❖Need to minimize lines of code in order to allow for verification

❖Viable solution due to simplicity of ECUs compared to typical modern day applications running on Windows/Linux

❖Could replace CAN for autonomous vehicles

◦ Integrate KPS-based attestation for internal vehicle communications

◦ Also utilize TPM-based attestation for v2x communication when possible

❖Third party certificate authorities (CA) could be used consistently or pseudo-randomly

▪ KPS-based attestation could function as a backup when internet is not available if external CAs are being used

❖PKI infrastructure should still be used for secure software distribution



STRIDE Data-Flow-Diagram (DFD)

Segmented Containers

Containered Applications
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Autonomous Vehicle: Security by Design
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Overview

Autonomous vehicles are a reality - Waymo 

has racked up more than 10 million miles of 

running autonomous cars on public roads.

Laws and regulations to support CAVs -

Arizona, California.

Key Players - Waymo, GM Cruise, AI Agro, 

Tesla, Uber and many more.



Challenges with CAV assurance:

● Life of Vehicle is more - More chance for 

hacker to find vulnerability

● Assurance solutions are time consuming -

Encryption, authentication

● ECU (Memory & Computations constraints)

● Privacy - Location, Driving History

● Cyber Physical - Sensors, actuators - LIDAR, 

cameras, radar, light matrices, devices for 

sensing angular momentum of the wheels, & 

automated brake and steering control.

● Computation and communication- under 

hard real-time requirements



Threat Modelling - Attack Tree  

“The top attack vectors as of 2018, 
according to an Upstream Security 
report,were remote server attacks
(21%) and keyless entry attacks (19%)”



Threat Modelling - STRIDE Model For CAV



Identifying Trust Boundaries – (1)

SAFETY CRITICAL ASSURANCE ARGUMENTS:

1. Ability to start & stop in any situation

2. Ability to change direction in any situation 

– Wheels/Steering

3. Airbags to be released in specific 

conditions

4. Ability to control the Speed, for example 

the speed should not increase beyond a 

certain limit in any situation.

5. Ability to safely park vehicle when needed

6. Ability to get in and out of the vehicle at 

will

7. Ability to Boot in Valid State

ATTACK TYPES

1. Denial of Service

2. Network Protocol attacks

3. Rogue Updates

4. Malware

5. Crypto attacks

6. Phishing



Identifying Trust Boundaries – (2)



Identifying Trust Boundaries – (3)

Miscellaneous



Architecture - Cyber Physical Autonomous Assurance

Verifiable Information Flow Control:

● Input verification, 

collision-avoidance software

● Software-level information flow control

and verification.

● Verified hardware platform for 

information flow control.

TCB ?
Source: https://dl.acm.org/doi/10.1145/3264888.3264889



Arguments helpful to build for assurance:

● Trusted Computing – Secure Boot & 

Update

● Secure Key Storage

● Attack Surface Reduction

● Encryption

● Segregation, Segmentation & Isolation

● Secure Communication

● Message Signing

● Remote Assistance

● Threat Detection

● Sensors , Ethernet Switch

● Tablets

● Other



Trusted Computing – Secure Boot & Updates

● Trusted Execution i.e. ensuring Code verifiability on system boot up

● Secure Boot method to verify the code cryptographically using a trusted chain anchored by a key

● Ensure this key stored in tamper-resistant and write-protected part of the system

● The code may still get tampered at run-time

● Code and Data Signing i.e. Not only ensuring signed code is running at boot but also for any updates

BIOS BOOTLOADER KERNEL RUNNING

SOFTWARE

ANCHORED               

KEY

(HARDWARE)



Secure Key Storage

● TPM Hardware Chip

■ Tamper-resistant hardware device like a smart-card , securely bound to the computing platform 

■ Root of Trust for integrity measurement and reporting

■ Ensures that malicious software cannot compromise any cryptographic secrets  

■ Security-critical operations such as key generations and decryption operations are done “on-chip”, so that 

secret keys do not have to leave the chip 

● HSM (Hardware Security Module): HSM is a removable or external device that can generate, store, and 

manage RSA keys used in asymmetric   encryption

● ARM Trustzone: allows running a secure operating system (OS) and a normal OS simultaneously from a single 

core

● Secure Enclave:  hardware-based key manager, which is isolated from the main processor to provide an extra 

layer of security



OPTIGA™ TPM 2.0 - Infineon Technologies

● First TPM for CAV

● Deployed by Volkswagen

● Encryption, decryption, signing and verification

● Supports advanced encryption algorithms RSA-

2048, ECC-256 and SHA-256

● Extended temperature range from -40°C to 

105°C

● Firmware, including cryptographic mechanisms, 

can be revised remotely ensuring that its 

security technology is always updated.

● To be used by many others



Encryption
● Full encryption when the CAV is powered off - Protect intellectual 

property 

● Have the base operating system start up, authenticate to a service to get an 

encryption key and then use it to decrypt the proprietary software 

● If  known a vehicle or component is missing, we can deny its attempt to get 

the decryption key for the software

● Encryption is a useful tool in preventing the unauthorized recovery and 

analysis of firmware

● Firmware binary images may also be obtained from a firmware updating 

process hence organizations should reduce any opportunities for a third 

party to obtain unencrypted firmware during software updates



Segregation, Segmentation & Isolation

● Privilege separation with boundary controls 

● Network segregation to isolate connected components from the components that control the 

automobile. 

● Secure separate gateway module between Ethernet and CAN networks.

● Allow traffic from given ports / IP addresses to specific ports / IP addresses. 

● Strong boundary controls, such as strict white list-based filtering of message flow

between different segments, should be used to secure interfaces



Secure Communication

● Restrict outbound communications only to the fleet management and key servers

● Control Communication to Back-End Servers using Certificate Validation & Outbound 

connections should authenticate the endpoint, either via TLS/SSL or some application-level 

protocol

● Avoid sending safety signals as messages on common data buses

● Employ a message authentication scheme to limit message spoofing

● Message Signing

■ Is it possible to sign all messages sent across the ethernet network considering the performance 

constraints in CAVs ?

■ Prioritize messages and classify them as critical

■ Ensure that every message that could directly affect steering, braking, or acceleration is signed

● All the communication to take place over a secure encrypted channel.



Attack Surface Reduction
● All unnecessary components should be removed.

● For example:

■ Reduce the inbound connections over the internet and allow outbound connections only

■ Radio/head unit is not needed due to the tablets being employed in the back seat, remove it

Threat Detection
● Analyze the ethernet network and the CAN network traffic in real time to identify anomalies

● If any anomaly is detected, it should report to the fleet management server. 

● For more severe or more likely attack situations, the vehicle may bring itself out of service, safely 

pull over, or power down.

● Maintain logs of all security critical operations 



Sensors Ethernet Switches

● Use multiple sensors and multiple sources 

of input. 

● This way, there multiple sources of data 

from which to draw conclusions in case 

one of them is under attack.

● In such scenarios build a mechanism which 

decides which sensor is to be believed and 

acted upon.

● Ethernet switch or switches control the 

flow of the Ethernet traffic.

● Use 802.1x when possible as it provides 

device authentication and thus prevent 

unauthorized devices being plugged into 

the network.

● Ideal but is it feasible? 



Miscellaneous 

● Individual TCBs for each subsystem. I.e. multiple, distributed TCBs

● Developers should employ good security coding practices, thorough testing and use tools that 

support security outcomes in their development processes

● Tablets  or other Media - consider them as low assurance components and block communication with 

critical components

● Build fail safe mechanisms: if a vehicle has failed to contact the fleet management server for a specified 

time, say 5 minutes, it should assume there is a problem and remove itself from service and return to the 

garage for inspection. If this fails, it should pull over and power off.

● Computers capable of performing remote assistance should be locked down, boot from read-only 

media, and not have unnecessary Internet access.

● Third party risk assessment, testing and accreditation of CAVs

● Establishing  standards and governance authority that  measures the assurance score of a CAV and only

then grants permission to function



CAV attacks

2011 Chevy Malibu
● Researchers compromised the vehicle’s radio using a vulnerability in the Bluetooth stack

● After the radio was compromised, the attacker were isolated from the high-speed CAN network by a gateway 

device.

● However, they could reprogram this gateway device from the low-speed CAN network, with which they had 

access. After this, they were able to send messages which could make the brakes lock up.

● In another attack, they could remotely compromise the vehicle’s telematics unit using its cellular connection. They 

could do this by dialing the unit’s phone number and communicating with its modem

2015 Jeep Cherokee
● Compromise the head unit of the Jeep due to a vulnerability that was accessible through the Internet

● After getting code running on the head unit, they were able to reprogram the firmware of another

processor on the head unit that had CAN network access. After this, they could send CAN messages

which controlled the steering, brakes, and acceleration of the vehicle



CAV attacks
2016 Tesla Model S

● The CID (i.e. information display) ran an old version of a web browser. If they could 

trick a user into visiting a malicious website with the browser, or if the car had 

previously joined a well-known Wi-Fi network (like the Tesla Guest Wi-Fi network at 

a dealership), they could exploit this vulnerability if they were in physical proximity.

● After exploiting a vulnerability in the CID, they could reprogram the vehicle’s 

gateway device which was connected to the CID over ethernet. This granted them 

the ability to send CAN messages which they used to engage the brakes of the 

vehicle.

● Later Tesla added code signing to the gateway device to make reprogramming of it 

harder. These researchers later demonstrated a way to bypass this security 

mechanism and still reprogram it with unsigned code
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Tesla Motors The Company

• The company was founded in 2003

• Their 1st vehicle, the Roadster cost $109,000 and one 
of the original batch is for sale now for $1.5mm

• The Roadster was the first in a model of cards

• They Sold 2450 Roadsters until it was discontinued

• Today they have sold
• 2012 Model S - Debuted

• 2015 Model X – Debuted

• 2017 Model 3 - Debuted

• 2019 Model Y – Debuted

• 500,000+ Number of Reservations for the Cyber Truck – Estimated 
Release date 2022
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Tesla Motors The Company
Market Capitalization in 

Billions US$
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Automotive Companies and 
Autonomous Driving Initiative

• Baidu

• Tesla

• Argo AI

• GM

• Waymo

• Apple

• Daimler

• BMW

• Audi

• Volkswagen

• Lyft

• Uber
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Tesla Motors The ‘TECH’ Company

Model S (all test vehicles ) not a car but a ‘sophisticated computer on wheels’

~Elon Musk La Times March 19, 2015

Image below is of Telsa self designed FSD / AutoPilot Chip / Processor

~ AI Chip Ruse 2Ghzm 36trillion 

operations per second

~ 2 – AI Brains for redundancy (Safety)

~ Neural Network Processor

~ Main System Processor

~ GPU

~ Image Signal Processor

~ LPDDR RAM Interface on Chip

~ Safety System

~ Video Encoder

~ Compute Encoder / Redundancy
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Technology on the Exterior of  
The Vehicles
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Technology Inside The Vehicles

Over the air Updates

Radar & Sonar Web Browser

Radar & Sonar 

Hi Speed Process for AI 

Ethernet Prots to connect to 

internal network
Various iterations of OS
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What is in the Data Collection

• Vehicle's location / GPS Coordinates
• Car's personal settings
• Contacts you've synced from your phone
• Addresses you've plugged into the navigation system
• Favorite radio stations.
• Speed and Driving habits
• Your mileage
• Where and when you charge the battery
• Airbag deployments
• Braking and acceleration details
• Autopilot, Tesla's assisted-driving feature, is engaged or disengaged
• Whether you have your hands on the wheel as you should
• Cameras and other sensors to log every detail about what they encounter while driving
• Short video clips from the car’s external cameras to learn how to recognize lane lines, street signs and 

traffic light positions
• Crash Data
• Fleet learning capability
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Tesla AutoPilot

• Tesla is arguably the leader in the autonomous vehicle 
segment.

• Their autonomous vehicle feature in a market beta is 
consider Level 2 (1-5)

• As of April 2020, Tesla has reported more than 3billion 
miles have been logged under their autonomous 
driving feature ‘AutoPilot’

• All Tesla Vehicles produced after October 16m 2016 
have the hardware capability for autonomous Level 5 
once approved

With all these potential vehicles Tesla has a Assurance Dilemma  
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Intrusion Opportunities



Fi
n

d
 m

o
re

 P
o

w
er

P
o

in
t 

te
m

p
la

te
s 

o
n

 p
re

ze
n

tr
.c

o
m

!

Vulnerabilities against the Tesla 
Automotive Fleet

• Mozilla Web Browser

• Internal Wifi

• Interval Bluetooth

• Ubuntu

• Open Source Linux Software

• Accessible ethernet ports in the vehicle



Fi
n

d
 m

o
re

 P
o

w
er

P
o

in
t 

te
m

p
la

te
s 

o
n

 p
re

ze
n

tr
.c

o
m

!

Intrusion Opportunities
(Mobile)

Purchase

ADD-ONsInitiate Various 

Security & actions 

from Mobile phone



Fi
n

d
 m

o
re

 P
o

w
er

P
o

in
t 

te
m

p
la

te
s 

o
n

 p
re

ze
n

tr
.c

o
m

!

How can Tesla Improve?
Major issues acknowledgement.

One tidbit all Tesla Vehicles can be stated via a mobile phone. 

Elon Musk Admits that Tesla 

is late on security and vows to implement 2fA
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High Availably Requirements
(automotive industry)

• Reliable network-based structures, requiring redundant, real-
time architecture design

• LIDAR / Radar Uninterrupted availability

• Timely detection and rapid response to potential vehicle 
cybersecurity incidents

• Architectures, methods, and measures that design cyber 
resiliency

• Facilitate rapid recovery from incidents when they occur

• Methods for effective intelligence and information sharing 
across the industry to facilitate quick adoption of industry-
wide lessons learned. 
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High Availably Requirements
(technical industry)

• Security against intrusions

• Roadmap to protect against current and future 
intrusions against vehicle infrastructure (patching)

• Wifi

• Bluetooth

• Mag Keycard Hack

• Mobile Phone Hack

• Privacy and Security against data stored in corporate 
data centers

• Protection from internal bad actors (Employees & 
Vendors)
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Hacks against the Tesla 
Automotive Fleet

• Tricked Tesla’s Autopilot self-driving software into 
swerving into an oncoming traffic lane.

• WiFi ‘Automotive Breaking’ Attack

• Wifi Vehicle Hack

• Published Acceleration Hacks

• Infotainment System 

• Internal Web Browser
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Assurance Issues for Tesla Motors

• Software upgrades highlight a broader concern with 
AVs: system security. Vehicles that are connected to 
each other, to infrastructure, or to the Internet are 
increasingly open to cyberattack

• GitHub

• Overzealous Owners

• People against Telsa and Elon Musk
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Assurance Issues for Tesla Motors
Continued

• Vehicle configurations
• Many of the vehicles are ‘preloaded’ with advanced 

features and when a user pays for the feature the ‘unlock’ 
is downloaded to the vehicle

• As an example the vehicle sold as a 75kHw battery actually contains 
a 100kHw batter and users can pay for the 85kHw or 100kHw 
battery

• All cars produces after 10/2016 have the capability for their 
AutoPilot offering and advanced AutoPilot when purchased. 
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TCB in the system
System Overview

Networking Scheme
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Where should the 
TCB be in the 

Vehicle system

Graphical Representation
of  Vehicle Internal Systems
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How does the system utilize 
minimization

Tesla vehicle configuration tries its best to implement 
minimization within the Trusted Computing Base.

The Blue Ring Highlighted below, contains the known components within the vehicle

The yellow Ring is another

Trusted component that helps

Insure minimization within TCB 

as though research these ports 

are isolated and must be 

configured specially for use

Cryptographic Keys required to

Access the above BUS via the 

Ethernet switches.
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Tesla Motors Biggest Vulnerability
(in my option)

EASY ACCESS TO MCU (Media Control Unit)

People have designed ’Mods’ to unlock performance 
features set buy the vehicle. This is a deterrent to 
assurance and safety and as of this the writing of this 
project the vulnerability still exists
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Tesla Motors Answer to the Assurance 
Problem & Security Problem

What assurance techniques are applied

• Hack Reward of $1mm plus a free car is their vehicle is 
compromised

• Tesla has a bug reporting system in place to reward people 
who find and report vulnerabilities.

• Internal Penetration Testin

• Tesla does a good job of protecting their security. With the 
amount of vehicles on the road, they have had very little 
exposure to their fleet, but they have had exposure.

• Telsa holds hack events that provide up to $1mm and as 
most recently a Tesla Model 3 if someone could penetrate 
parts of the Tesla infrastructure.

• The internal infrastructure needs to be addressed
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How can Tesla Improve the 
security of their system
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How can Tesla Improve the 
security of their system
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Methods of attacks and how can Tesla 
Improve the security of their system

Example of Tesla’s sub page of BugCrowd
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Methods of attacks and how can Tesla 
Improve the security of their system

PROVEN METHOD

Infotainment System

Manufacturer Mobile App

Manufacturer Website to Access Vehicle

Manufacturer Website to Inject APIs

Vehicle Wi-Fi

Vehicle Bluetooth

Onboard Diagnostic System (Ethernet / USB)

Owner Ego

MCU / Internal Computer Board access

KeyFob

Tesla is heavily invested in protecting their fleet and actively uses BugCrowd

and they award for each vulnerability found  and have routinely fixed the bugs quickly.
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Conclusion

• With the limited information about Tesla combining 
information is tricky.

• The advanced features of the vehicle lead to a great 
number of possible methods to thwart the vehicle

• Thinking outside of the box, scouring Teslas current and 
prior job postings they have invested heavy in 
cryptography, technical architecture, pen testing, and 
advanced programmers.

• The company has a great financial investment to ensure 
assurance to their fleet, if the vehicles can we crippled via 
a attack, Teslas whole model will crumble.

• Their current design of the determined TCB and 
minimization assumptions proves Tesla is segmenting access 
vital areas of the network within the vehicle and overall 
infrastructure to access the vehicle which aims to prevent 
unauthorized access. 
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Avionic Systems
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• Avionic systems in the simplest of words are a class of
electronic systems that are specifically designed and
utilized in aviation.

• An amalgam of aviation hardware and management
software that is responsible for the minutest of tasks in
such a complex flight network.

• The ecosystem is just not constrained to the
components on an airplane but also the ground. One
can say it has developed now into an interconnected
autonomous network of IoT devices.

• Commercial airliners, helicopters, military fighter jets,
unmanned aerial vehicles (UAV), business jets, and
spacecraft all use avionics in a different capacity. They
range from engine controls to flight control systems to
navigation, communications, and even performance
monitors.

• The push towards drones and unmanned avionics push
the cybersecurity dynamics towards an unchartered
territory.
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Life Factor

An average of 4.7 billion

people scheduled flights

in 2019 which puts an

average of 6 flights per

traveller.

Commercial Factor

• Industry amounts to 5% of total

US’s GDP

• Global revenue for commercial

airlines alone amounted to 838

billion dollars in 2019. The

growth is exponential.

Travel

Still the fastest mode of

transport till Hyperloop

comes in !!

18

6

Global Impact

The very nature of operation

in cross country domains

makes cyber attacks a global

issue.

Military Aspect

• Recent technological development

in weaponry employing Drones and

UAVs make them prone to hostile

takeovers.

• The cost of single units go as high

as $ 123 million.
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• Earlier the ecosystem comprised of ATCs on the
ground and Aircraft Control Domain consisting of
SBAS, GBAS, ADS-B, and CPDLC on a plane. As
every critical functionality was on the plane, the
system was air-gapped and thus only required
physical access controls.

• But due to the development in technology
towards real-time functionality and for easiness
of passengers, additional domains were added
on.
• Aircraft Control - Most critical domain responsible for

safe operations of aircraft. Consists of critical avionics
such as air traffic control, navigation controls, and
plane controls. Separated from all other domains.

• Airline Information Services – Provides services and
connectivity between the 2 domains. Handled solely
by plane’s crew and consist of passenger and
entertainment information, maintenance, etc. For
secure operations, only allowed to read data and
report. Can’t issue any commands.

• In-flight Entertainment – Responsible for all in-flight
passenger services and management. Responsible for
Wi-Fi connectivity, Entertainment systems, USB,
etc. Most prone to cyber-attacks.
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Several connections are provided by different
internet service providers:

• Air-Ground Datalink Service (ACARS): uses Air Trac
Service providers and Airline Approved third party
providers.

• Airport Network (GateLink): uses the Airline-Approved
third-party providers.

• Air-Ground Broadband Network (INMARSAT): uses Airline-
Approved third-party providers

Several others allow for aircraft information
interconnection:

• Control the Aircraft: it is in the Aircraft Control Domain. It
uses VHF/H-F/SatCom.

• Operate the Aircraft: it contains the Airline Info Services
and the Passengers Information and Entertainment Services
Domain. It uses Wireless LAN and a Broadband/Cellular
network.

• Passenger Use: it is in the Passenger-Owned Devices
Domain.

Every connection can be turned into a potential
threat vector.
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• The avionics industry has gone through a rigorous
evolution cycle in the last 50 years or so. They
transitioned from individual task controlling systems
to an integrated Intelligent Transport System (ITS).
The projects such as NextGen ATS and Single European
Sky ATM Research (SESAR) are some initiatives in play.

• To accommodate the growing air travel, the avionic
system becomes more sophisticated by the day. They
are now an intricate system of navigation,
communication, and surveillance systems/sensors for
airplane’s automated applications and multi-platform
networking. The integration with legacy federated
technologies gives rise to insecure paths.

• Also, more and more aviation systems are based on
commercial off-the-shelf products and solutions owing
to the commercial airplane boom. The increased
reliance on vulnerable operating systems such as
Linux, Windows, and wireless protocols.

• The result of moving forward is moving backward, as
the widespread adoption of these technologies has
unleashed increased vulnerabilities and greater risk to
the avionics systems. There is also the issue of
interoperability due to the nature of policies in
various nations.



Click to edit Master title style

19
1

Life Cycle of Commercial Airlines
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• The figure shows the certification of
airworthiness of a commercial flight by the
Federal Aviation Administration (FAA).

• FAA is responsible for overseeing both
operational structure and manufacture of
the plane is according to regulations and
policy in place.

• For cybersecurity concerns, certain ‘Special
Conditions’ are included as they are not part
of the above process. This comprises of a
risk-based evaluation and management
procedure for the airplanes utilizing e-
services.

• After complying with all the regulations only,
the applicant can create the prototype of
the airplane and goes through this evaluation
cycle to get certified for production.

• We will see in the next section that these
regulations are highly detailed given the
critical nature of the product.
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• International organizations such as the International Civil Aviation Organization (ICAO) and Radio Technical 
Commission for Aeronautics (RTCA) are responsible for setting certain airworthiness and security 
standards which are mandatory to be followed.

• The SC216 Committee on Security under ICAO defines standards for the security airworthiness. Three of 
them stand out the most and are considered parallel. They must be included in various stages of an 
airplane’s manufacturing process. They are

• DO-326A: (RTCA DO-326A, 2014) - guidelines for aircraft certification: how to handle the threat of 
intentional unauthorized electronic interaction to aircraft safety, including handling malware, 
distorted data, or penetration of aircraft systems. It deals with activities that should be conducted in 
the operation and maintenance of the aircraft about information security threats.

• DO-356A: (RTCA DO-356A, 2017) – Connected to DO-326A and provides guidelines of security 
mechanisms from project start to certification.

• DO-355: (RTCA DO-355, 2014) – Companion document to DO-326A referring to situations where 
aircraft safety might be affected by the operation and maintenance of aircraft security threats.

• These three security standards are supported by other ‘safety standards’ defined in DO-178C, DO-330, 
DO-333, and DO-254.
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• Every country has its players who decide the cybersecurity
standards for the aviation industry. In the US we can see
them as FAA, DOD, and DHS.

• If we consider the US, the focus on cybersecurity in the
aviation industry came under President Obama in 2013.
The initial investment was around $50 million. Several Acts
and guidelines have popped up since then.•

• Government Accountability Office (GAO) Report – States that
the FAA is responsible for NAS and looming threats to air
transport. Recommendations for reducing the risk are
published every year.

• Cyber AIR Act – Established in 2017, it states full disclosure of
air controls and management by manufacturers to FAA, so
appropriate regulation changes can take place regarding
cybersecurity.

• The Federal Information Security Modernization Act (FISMA) –
Protection against cyber threats. Applies to DOT and FAA in
the aviation sector.

• The ‘Special Condition’ clause is also published by the FAA for
cybersecurity standards.

• The various regulations leverage the NIST SP-800
guidelines combined with CNSS policies. DOD combines
them into a cybersecurity framework as shown in the next
slide.
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• Although a sophisticated framework of evaluation is in place but still, there have been multiple
incidents of cyber-attack in the aviation environment. The very complex nature is the cause. The
principle of modularization and interoperability fails in such a framework giving adversary multiple
attack paths.

• For instance, in 2016, the Director of the European Aviation Safety Agency (EASA) revealed that aviation
systems were subject to an average of 1,000 attacks each month. Let’s look at some prominent ones.

• In 2006 an internet attack forced the U.S. FAA to shut down several of its air traffic control systems in Alaska.

• In 2009 a report published in the U.S. by the Inspector General of DOT revealed that increasing use of web
applications linked to FAA systems exposed the ATS to potential cyber-attacks through access control
vulnerabilities.

• In 2013 an attack at Istanbul airport caused severe problems in the passport control system, which resulted in
delays of many flights. That year 75 airports in the US were targeted, possibly by malicious hacking and phishing.

• In June 2017, Boryspil International Airport, Ukraine’s largest terminal, came under cyber attack as part of a
comprehensive cyber action against government infrastructures. The attack disabled the airport’s computers and
departure boards.

• The disappearance of Malaysian Airlines Flight MH370 remains the biggest mystery of all. The most probable
theory suggests a cyber attack on the plane’s flight controls and turning off the transponder.
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• The rigorous evaluation process which ultimately
leads to the certification of the airplane’s
components (software and hardware) has a ‘Risk
Management Framework’ at its core. It consists of 6
phases.

• Categorize IT assets and equipment. This also involves
setting the security boundaries and differentiating domains
based on the description of the system.

• Select the appropriate security controls and produce a
security and monitoring strategy.

• Implement the controls and the security strategy. HW/SW
baseline are implemented, and verification plans are put in
place.

• Assessment is the most important phase of all. It involves
threat assessment and management using various
techniques and defining attack vectors and path.

• Authorize phase is the calculation of risk that the various
factors pose to the various involved entities. Also, a plan or
sometimes guidelines are put in place to avoid them
further.

• Monitor is the last phase where we keep track of
implemented security controls and changes. We also see
the impact of the last iterations. Then the cycle starts
again.
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The fourth phase of RMF is security assessment to
find out the vulnerabilities in the airplane’s
components and suggest required mitigations.
Various Tree Analysis techniques are the most
used.
• Fault Tree Analysis (FTA) involves Boolean logics to

represent the interrelation of failure of various
subsystems. It aims to find the requirements (most
probable cause of failing) using such analysis. Holds
similarity to Attack Trees.

• Cyber Threat Trees are a superset of Fault and Attack
Trees and are based on multiple-valued algebras over
a finite set. This allows to reduce such maps and allow
more complicated interactions to be modeled.

• Attack-Defense Trees to find minimal cost attack
paths
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STRIDE Model developed by Microsoft is a
threat modeling technique. It divides the
vulnerabilities into 6 categories according to
effects. These categories are a representation
of the most crucial security aspects. These 6
parameters should be tested for each
component and even for interconnections
(flows). They can be defined as
• Spoofing Identity – Authentication
• Tampering with Data - Integrity
• Repudiation – Non-Repudiation
• Information disclosure - Confidentiality
• Denial of Service - Availability
• Elevation of Privileges – Authorization

Lastly, we can see which category is most likely
to cause functionality failure and you apply
remediation accordingly. Here it is DOS.
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• Another threat modeling model that compliments
the STRIDE framework. Based on 5 threat
dimensions and analyze how each affects the
functionality. The final risk value is the average of
each.

• Damage potential.

• Reproducibility.

• Exploitability.

• Affected users.

• Discoverability.

• As there is no standard scale, DREAD helps
measure the probability of risk using above 5
values each ranging from 1-3.

• The various final risk categories are

• High Risk = 12 to 15

• Medium Risk = 8 to 11

• Low risk = 5 to 7
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The various aviation-related cyber
incidents and threat modeling have shed
the light on some known vulnerabilities.
Some of them are

• Misinformation due to spoofing and
jamming signals. Seen in positioning
data on NextGen network due to lack
of mutual authentication.

• Boeing 777 was susceptible to where
system controls could be tampered
with using a small radio device.

• Exploitation of IFE by injection through
USBs and Ethernet ports. If a path to
the airplane domain can be found,
then it develops into an attack.

• Malware infection to the monitoring or
navigation systems.
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Key Issues

Growth in Vulnerable 

Hardware Components

The integration of IoT sensors 

and entertainment system 

with core avionic system. 

Malicious Software

Although very hard task to 

obtain access to in flight 

systems. But again 99% secure 

is still insecure. Low standard 

commercial products add fuel 

to fire. Plus Huge. 

NextGen Technology

Projects like Single European Sky 

ATM Research (SESAR) and the Next 

Generation Air Systems (NextGen) 

are modernizing Air Traffic 

Management, but increased 

connectivity and information 

exchange comes increased cyber 

risk.  

20

3

Cyber Security Policy

Multiple players in multi 

ecosystems

Commercial – AIA, ACI, A4A

Military – NIST, NSS, DoD

Drive Force

Economics have overtaken 

security in a commercial 

airline industry. Every 

resource dedicated to 

comfort. 
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Risk Management 
Framework

• Big players in this sector such as
DoD and AIA both push for higher
cyber security risk management
frameworks. This provides high
assurance of implementation of
cyber security policy concerning
aviation with a feedback
mechanism.

• Certain technologies and principles
that can be implemented to
provide better security are

• Distributed Security –
Modularization

• Security Kernel Separation

• Utilizing secure principles in
Integrated Modular Avionics
such as Abstraction and TCB.

Research 

• It is a hot topic in today’s industry. As
the systems are becoming more
complex and sophisticated by the day,
there is a requirement for better
security assessment techniques.

• Two of them are

• Hazard Space Analysis (HARA)

• Implementation of STRIDE
approach and Hazard Analysis
and Risk Assessment (SAHARA)

Policy Change 

• Need for a unified policy rather than
international standards. Would offer
better interoperability.

• Setting a higher standard of security
systems involved. Commercial on-flight
systems should have higher
accountability

• Proper Translation to the actual
mechanism with high assurance sue to
the critical data involved.

• One such example is the introduction of
a more secure Multicore certification by
EASA & FAA. It sets certain guidelines to
the security standard of multicore
chipsets used in avionic systems. This
takes tool off from using single core
chips.
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